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Working Paper
Draft: NCF/11 Jar. 7§

MEMORANDUM FOR: D/DCI/NIFE
FROM : Director CIRIS Staff
SUBJECT : Sharing CIRIS Date within the Intelligence Community

1. Both DASD(I) and CIA/OPPB have requested broader sharing of CIRI-
data, and I understand that State/INR generally agrees with the DASD(T)
view. A DASD(I) memorandum on this subject is attached.

2. The purpose of this memorandum is to identify briefly the kinds -t
data outputs that CIRIS can provide and to suggest possible genersl rula:
for data sharing among intelligence managers.

The CIRIS Structure

3. The present CIRIS outputs contain three types of information:

(a) Melded Statistics. These identify the intelligence re-
sources againet a subject or a geographic target, or by a sensor
system, or by the type of rescurces involved (e.g., R&D dollar:s,
type of manpower, etc.). These statistics do not identify any =pe-
cific units, activities, eomponents or other organizational em:itles.
They may identify & Community total, or a Program total, or an
Agency or Service total, depending on the question asked.

(b) Indexed Statisties. These present the same kind of infor..
mation as the Melded Statistics, except that they add organizst.ions]
identifications of the specific entities which have reported tiat
some of their resources are involved in the specified problem. The
Indexed Statistics do not present a total spresd of the resources
of each of the entities, but only identify that portion of an entity 3
total resources that has been designated as related to the specified
problem. :

(c) Full Resources Data on Each Reporting Entity. The CIFIS
Entity Status Reports display -- entity by entily -- the total re-
sources of each entity and the manner in which those resources of
dollars and manpower are reported by the Program Manager as being
subdivided into the CIRIS functions and targets. The Entity Status
Report is the basic input to CIRIS and all CIRIS statistical dis-
plays are developed from this source. Anyone with access to all of
this data can independently recreate any CIRIS display or furthar
menipulate the data in whatever ways he wishes.
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k., The foregoing three types of data have been aggregated at sever

levels, as follows:

(a) Comunity Statistics. This includes the total of CI1a,
State/INR, and all of the DOD programs.,

(b) Consolidated Defense Statistics. This aggregation 11~
cludes the major Defense intelligence programs consolidated 1:to
CDIP-combined totals.

(¢) Individual Intelligence Programs or Activities. At ~his
level of aggregation, the fo owing individusl programs or ac -
tivities can be shown separately (each Program containing the same
three types of data as identified in paragreph 2 above):

The CIA Program (less Covert Action).
The State/INR Program.
The Consolidated Cryptologie Program,

The General Defense Intelligence Program.

25X1 -

Army, Navy and Air Force. By machine manipulations,
the Service "slices" of intelligence resources within a
major intelligence program or across program lines can be
aggregated.

~ Other DOD intelligence activities in Program 3. Thi:
includes separate identification of the[ | and 25X1
Advanced Program Support, and two or three other smailer
activities which are not now sbsorbed within any of the
foregoing, major DOD intelligence programs.

25X1

Possible Rules for CIRIS Data Sharing

5. The problem of data sharing should be considered in two comtexts
(2) assuming some dats sre to be shared, who might be the authorizec Par-

ticipants in such data sharing; and (b) what date might be shared? The

Do
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following discussion is directed only to the second question, and the i- 3-
cussion proceeds by commenting on several sepsrate problems for wrich au2cinl
rules are suggested. Two new terms are introduced in this discuseion. -u3

follows:

(a) standard CIRIS Dissemination. This means that the ICT's
CIRIS Staff, which maintains the CIRIS community data base urder
the custodianship of the NIRB, is suthorized and directed to Pro-
vide certain CIRIS date on a routine and recurring basis and with-
out the need for a special approval for dissemination as authorizs:.
by the NIRB on a case by case basis.

(b) Specifically Authorized CIRIS Dis semination. This means
that the DCI's CIRLS Staff 18 suthorized to make available certain
specified CIRIS data in accordance with the terms of prior approval
which has been granted by the NIRB.in response to an ad hoe raqueazt .

The remainder of this discussion deals with special considerations thab sav
be deemed to affect certain portions of the total CIRIS data base.

6. Full Resources Data on Each Reporting Entity. This concerms th:

third type of CIRIS data, identified in paragraph 2 above. The CI3IS
Entity Status Reports contain the total detail submitted by each organizsz.-
tional component participating in the CIRIS system. A suggested g:ner:!
rule for this type of data is as follows:

The full Entity Status Report dats will be provided
automatically, 1.e., by standard CIRIS dissemination, ontiy
to the Program Manager within whose program the Entity
falls, except that (1) Entity Status Report data for all
DOD programe will also be provided to DASD(I) for its own
use and for such further dissemination, if any, as DASD(:)
may direct; and (2) full Entity Status Report data will
also be provided to the DCI's CIRIS Staff solely for ita
own use and rnot for further dissemination.

The suggested rule is compatible with the treatment directed by the: CIs
Executive Director/Comptroller in a recent Agency internal reguletion
governing the handling within the Agency of CIA camponent data on their

resources.
-3-
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T. Treatment of HIMINT Resources. In response to a reguest :'or th:

creation of a USIB committee on HUMINT, the DCI has directed the zppoir-iment
of a special, ad hoc, interagency committee to study this matter :nd te¢
develop further insights on the community's HUMINT actiwvities. "This cei-
mittee 1s now functioning, supported administratively by DCI/NIPE and r:-
porting to D/DCI/NIPE. Its efforts to date have drawn upon the terminc ogy
being developed in the CIRIS System to describe functions and tarrets r::-
lated to HIMINT, and it 1s anticipated that the insights that wil: be d.:-
veloped through this committee will make possible improvements in the 1=
sent CIRIS structure with respect to the ldentification and displey of
HUMINT resources. Pending the completion of this committee's wori:, wti:
may take several months, the following temporary general rule is sugges'.:d:
GDIP data on HUMINT Collection will be provided auto-~

metically, i.e., by standard CIRIS disseminastion, to the

GDIP Program Mansger and to DASD(I). CIA data on HIMIM

Collection will be provided automatically to the CIA Pro-

gram Manager. Both GDIP and CIA data will be provided ss

a normal input to the DCI's CIRIS Staff solely for its cwn

use and not for further dissemination.

The foregoing temporary general rule is to be recor-

gidered by the NIRB no later than six months from the dste

of this memorandum, and this rule will be confirmed or

modified at that time.

8. Treatment of Counterintelligence and Investigative Activities % .

sources. To a not inconsiderable degree, Counterintelligence and HUMI¥:
collection activities may be found to interlock, particularly in the C1-.
Considerable public and Congressional interest i1s currently being displ::red
with respect to military counterintelligence activities, and this subjact

has become & particularly sensitive one at the present time. In recoga:ition
of these two circumstances, the following temporary general rule is sugsested:

e
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GDIP date on Counterintelligence and Investicative
Activities resources will be provided autometically, i.e.,
by standard CIRIS dissemination, to the GDIP Program Ma.-
nager and to DASD(I). CIA data on Counterintellipence
and Investigative Activities resources will be provided
automatically to the CIA Program Mansger. Both GDIP ani
CIA dats will be provided to the DCI's CIRIS staff sole.y
for its own use and not for further dissemination.

The foregoing temporary general rule is to be reca-
sidered by the NIRB no later than six months from the drte
of this memorandum, and this rule will be confirmed or
modified at that time,

9. Treatment of Resources Data on Technical Sensors. This ircluées the

Collection and Processing of Imagery, COMINT, ELINT, Telemetry, RéDINT,

ACOUSTINT, Atomic Energy Detection sensors | | e

following considerations apply: (a) At the highest level s Imagery collse-

tlion and processing is carried on Jointly between Defense and CIA comyo:ents;

25X1

25X1

to other sensors; (c) the other technical sensors listed above Involve =~
tivities that are conducted for the most part by both Defense and ZIA . >lac-
tors and processors, and there already exists a considerable degre= of in-
terchange at the working levels regarding these sensors. In recogaiti . of
these circumstances, the following general rule is suzgested:
Melded statistics and Indexed statistics on techniexl
sensors (i.e., Imagery, COMINT, ELINT, Telemetry, RADINE,
ACOUSTINT, Atomic Energy Detection sensors ] I

|, regardless of the intelligence program from

which the data are derived, may be shared by those desigiated’
to receive Standard CIRIS Dissemination.

(# - This memorandum does not address the question of who
are to be so designated.)

o

—)_
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10. Treatment of Resources Data on Positive Intelligence Prodaetion.

The Production function is one in which information from many seniors s
sources are drawn upon to produce a varlety of intelligence end pr-oduct.s.
The Production function is presently carried out in the Defense/GDIP wux:l
in the State and CIA programs. The output of the Production function 1 *:-
vides a principal guildeline for reflecting the interests and needs: of v isrsg
and consumers of intelligence both within end outside of the intelliger::
community. Feedback from the Production function to collectors ard pred-apsors
can provide important insights for future collection and processirg eff:rts.
In this light, information about intelligence Production 1s useful to tieo
managers of all intelligence programs. The following general rule is 3:;:crested:
Melded statistics and Indexed statistics on intelligenca

Production, regardless of the intelligence program from#whic‘n

the deta are derived, may be shared by those designated

to receive Standard CIRIS Disseminastion.

(# - This memorandum does not address the question of who
are to be so designated.)

11. Treatment of Resources Data on Commnications Security. Cemmmic«+ions

Security'is a function aseigned within the Consolidsted Cryptologl: Prwran
managed by the Director NSA. It is a specialized subJect and one with con-
slderable sensitivity. In this light, the following general rule is sy rasted
CCP data on Communications Security resources will he

provided automatically to the CCP Program Maneger and to

DASD(I). This will also be provided to the DCI'e CIRIS

Staff dolely for its own use and not for further diesemi -

nation.

12. CIRIS Data not specified in paragraphs 6 through 11 ebove. Exce st

as provided in paragraphs 6-11 above, CIRIS date will be giver Standarc

CIRIS Dissemination to those designated to receive this material.
-6-
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13. Special Cases. Notwithetanding the provisions of the forecoine-

paragraphs limiting the general dissemination of certain CIRIE date., arvy
NIRB member may request at any time that CIRIS dats bearing on a pertice ar
problem be supplied on & need to know basis and under specified corditic .
The NIRB will take prompt and appropriate action on any such request,

1%. Release of CDIP Data by DASD(I). DASD(I), as the higher level

authority over Defense intelligence brograms, can be expected to make ai
ditionzl rules for sharing within the DOD the CIRIS informstion on the
CDIP and ite component programs. Within the CDIP, these provisions prow:l .-
gated by DASD(I) may be either more or less restrictive than those et
forth above in paragraphs 6 through 11. DASD(I) should keep the DG 's
CIRIS Staff advised on any such rules in order to insure approprietely
coordinated understanding concerning CIRIS data releases.

15. Statutes, Executive Orders, Presidential and National Securtty

Council Directives. This memorandum is not intended to affect the $nter-

pretations now accorded to existing statutes, Executive Orders, and
Presidential or National Security Council directives that concern irntel-
ligence organizations and activities, and the provisions of this mem rani:
are intended to be construed in a manner consistent therewith.

16. Security Considerations. This memorandum is not intended to aiu-

thorize access to classified or compartmented information that may boe witlin
the CIRIS System. Such sccess is based upon the granting of aprropr- ate
clearances through the prescribed channels of administration and command

and on the application of the need to know principle. Likewise, thir me-
morandum does not deal with the security aspects of the transmission or th:
storage of CIRIS data, both of which are to be accomplished by confofning

to standards prescribed by cognizant security and command authorities.
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